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(5) User encrypts challenge with 
his username, using password 
as the encryption key. 
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PhoneFree registration page can be found at: 
http://phonefreexom/install/add quickform2.html 
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In order to keep PhoneFree free, we need to ask you for some demographic 
information. Ail information will be kept strictly private . 

To be perfectly honest, the reason we askyou to fill out the form is so that we can 
serve you advertising that will hopefully be of interest to you. it only takes a few minutes 
and we appreciate your joining PhoneFree. 
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PhoneFree Manual Logon 



In normal operation, PhoneFree will auto-register ftself the first 

ttmeyou §a online, k is usua%> no* necessary to manually 
logon However, if you are unable to go online successful*, 
or M*art to sm ariother PheNieFree ID, ehtei $w Wotm^on 
beiov? rarest Ofc If s^u <M$ have a PhoneFree ID, ; 
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CALLER 

A client that cannot 
receive UDP 



Case 1 : 

Caller is behind a 
firewall that does 
not allow UDP to 
be received, but 
can send UDP. 
Callee can send 
UDP and can only 
receive TCP 
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Case 4: 

Caller is behind a 
firewall that does 
not allow UDP to 
be received, but 
can send UDP. 
Callee can send 
and receive UDP 



CALLEE 




A client that can send UDP 



UDP from caller 
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connect message 



UDP from callee 

TCP (easel) or UDP 
(case 4) to callee 
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CALLER 

client that cannot 
receive UDP 



Case 2: 

Caller is behind a 
firewall, and can 
send UDP, but 
only receive TCP. 
Callee can receive 
UDP, but only 
send TCP. 
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Case 3: 

Caller is behind a 
firewall, and can 
send UDP, but 
only receive TCP. 
Callee can only 
send and 
receiveTCP. 



CALLEE 

A client that cannot send 
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echo 
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CALLER 

A client that cannot send 
UDP 
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Case 5: 

Caller can receive 
UDP, but only 
send TCP. Caliee 
can send UDP, but 
only receive TCP. 



Case 9: 
Caller can only 
receive and send 
TCP. Caliee can 
send UDP, but 
only receive TCP. 
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A client that cannot 
receive UDP 
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CALLER 

A client that cannot send 
UDP 
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Case 6: 

Caller and Callee 
can receive TCP, 
but cannot send 
UDP. 



Case 7: 

Caller can receive 
UDP t but cannot 
send UDP. Callee 
can only send and 
receive TCP. 
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UDP 
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CALLER 

behind a firewall that limits 
UDP. Can not send UDP. 
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Case 8: 

Caller is behind a 
firewall that does 
not allow UDP to 
be sent, but can 
send TCP and 
receive UDP. 
Callee can send 
and receive UDP. 



Case 12: 
Caller is behind a 
firewall that does 
not allow UDP to 
be sent, but can 
send and receive 
TCP. Callee can 
send and receive 
UDP. 



CALLEE 

A client that can speak 
UDP 
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CALLER 

A client behind a firewall 
that can only recieve and 
send TCP 



Case 10: 

Caller can receive 
and send only 
TCP. Callee can 
receive UDP, but 
only send TCP. 
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Case 11: 
Caller and callee 
can receive and 
send only TCP. 
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CALLEE 

A client that can only send 
TCP 
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TCP from callee 

UDP (case 10) or TCP 
(case 11) to callee 
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CALLER 

can speak UDP 
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Case 13: 

Callee is behind a 
firewall that does 
not allow UDP to 
be received, but 
can receive TCP 
and send UDP. 
Caller can send 
and receive UDP. 



Case 15: 

Cailee is behind a 
firewall that does 
not allow UDP to 
be received, but 
can send and 
receive TCP. 
Caller can send 
and receive UDP. 
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TCP (case 15) or UDP 
(case 1 3) from callee * 



TCP to callee 
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CALLER 

A client speaking UDP 




Case 14: 
Caller is not 
behind a firewall 
that contrains 
sending UDP. 
Callee, however, 
can only send 
TCP. Caller can 
send and receive 
imp 
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Case 16: 
Neither caller nor 
callee are behind a 
firewall that 
prohibits sending 
UDP. Caller can 
send and receive 
UDP. 
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A client that can receive 
UDP, but send either TCP 
or UDP 
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